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Digital Signatures



The Paper System

Documents

* A paper document consists of four components

— the carrier ( the sheet of paper)

— text and pictures ( the physical representation of
Information)

— Information about the originator
— measures to verify the authenticity (written signature)

 All the four components are physically connected
— S0, paper is the document

 Thereisonly oneoriginal
— can be reproduced in innumerable copies




The Paper System

Signature

» Supposed to be unique, difficult to be reproduced,
not changeable and not reusable

e [tsmain functions
— Identification
— declaration
— proof

 Thesignature is used to identify a person and to

assoclate the person with the content of that
document

— alwaysrelated to a physical person




The Paper System

Signatur e (contd)
e Inall legal systems

— No exclusive method of signing e.g. Full
name, initials, nickname, real or any
symbol.

— Token of will and responsibilty

 From alegal point of view, nothing against
the introduction of new types or
technologies of signature

— Digital Signature is a new technology




Electronic System

 Electronic document produced by a
computer and stored in digital form.

— |t can be deleted, modified and
rewritten without leaving a mark

—Integrity of an electronic document
IS Impossible to verify.



Electronic System

e Digital signatures created and verified using
unbreakable coding

A programme generates two different and

related keys

 Public key
* Private Key

— Private key used to digitaly sign.
— Public key used to verify.



Electronic Record

1. Very easy to make copies

2. Very fast distribution

3. Easy archiving and retrieval
4. Copies are as good as original
5. Easily modifiable

6. Environmental Friendly

Because of 4 & 5 together, these lack authenticity




Public Key Infrastructure

 Allow parties to have free access to the
signer’s public key
e Thisassuresthat the public key corresponds
to the signer’s private key
— Trust between parties even if they do not know
one another
e Parties should have highest level of trust In

one another. This creates the need of
certifying authority.



Certifying Authorities

A CA isan Authority which :
— Identifies persons applying for key certificates
(signatures)
— verifiesther legal capacity

— confirm the identity of a person to whom a public
signature key belongs.

— aways maintain online access to the signature
key certificates with the agreement of the
signature key owner

— take measures so that the confidentiality of a
private signature key is guaranteed



Certificate based Key
M anagement

e Operated by trusted-third
narty - CA

* Provides Trading
Partners Certificates

» Notarisesthe relationship
between a public key and
ca & [tS OwWner

-t
-




|'T ACT 2000 - L egal recognition of
electronic records

4. Legal recognition of electronic records.

Where any law provides that information or any
other matter snall be In writing or in the
typewritten or printed form, then, notwithstanding
anything contained in such law, such reguirement
snall be deemed to have been satisfied If such
Information or matter is—

(@) rendered or made available in an eectronic form;
and

(b) accessible so as to be usable for a subsequent
reference.



|'T ACT 2000 - L egal recognition of
digital signatures

5. Legal recognition of digital signatures.

 Where any law provides that information or any
other matter shall be authenticated by affixing the
signature or any document shall be signed or bear
the signature of any person (then, notwithstanding
anything contained in such law, such reguirement
snall be deemed to have been satisfied, If such
Information or matter is authenticated by means of
digital signature affixed in such manner as may be
prescribed by the Central Government.



|T ACT 2000 - Use of electronicrecords
and digital signaturesin Gover nment and

Its agenmes
e 6. Use of eectronic records and digital signatures in
Government and its agencies.

(1) Where any law provides for—

(@) the filing of any form. application or any other document
with any office, authority, body or agency owned or

controlled by the appropriate Government in a particular
manner;

(b) the issue or grant of any licence, permit, sanction or
approval by whatever name called in a particular manner,

(c) the receipt or payment of money in a particular manne,
then, notwithstanding anything contained in any other |aw
for the time being in force, such requirement snal be
deemed to have been satisfied if such filing, Issue, grant,
receipt or payment, as the case may be, is effected by means
of such electronic form as may be prescribed by the
appropriate Government.



| T ACT 2000 - Retention of electronic

e 7. Retention of dectro%%cf"(ggoggs.

e (1) Where any law provides that documents, records or
Information shall be retained

o for any specific period, then, that requirement shall be
deemed to have been satisfied If such documents, records
or information are retained in the e ectronic form, I1f—

(@) the information contained therein remains accessible so
as to be usable for a subsequent reference;

(b) the electronic record is retained in the format in which it
was originally generated, sent or received or in a format
which can be demonstrated to represent accurately the
Information originally generated, sent or recelived,

(c) the details which will facilitate the identification of the
origin, destination, date and time of despatch or receipt of
such €lectronic record are avalable In the electronic
record:



I'T ACT 2000 - Publication of rule,
regulation, etc., in Electronic Gazette

8. Publication of rule, regulation, etc., in
Electronic Gazette.

« Where any law providesthat any rule, regulation,
order, bye-law, notification or

« any other matter shall be published in the Official

Gazette, then, such requirement shall be deemed to
nave been satisfied iIf such rule, regulation, order,
oye-law, notification or any other matter Is

nublished In the Officlal Gazette or Electronic
Gazette:




|'T ACT 2000 - Creation of Digital
Signature

Creation of Digital Signature.- To sign an
electronic record or any other item of
Information,

e Theresulting Digital Signature shall be unique
to both electronic record and e-Token used to
create It;

e Digital Signature shall be attached to its
electronic record and stored or transmitted
with its el ectronic record.



I'T ACT 2000 - Verification of
Digital Signature

e The verification software will confirm
the Digital Signature as verified If:-

(&) the signer’s e-Token was used to
digitally sign the electronic record,

(b) the electronic record was unaltered.



Why Digital Signatures?

eT0o provide Authenticity,
Integrity and Non-
repudiation to electronic
documents

eT0o use the Internet as the
safe and secure medium for
e-Commerce and e-
Governance




Digital Signatures

| agree
efcc61c1c03dh8d8ea8569545c073c814a0ed 755

My place of birth isat Gwalior.
fel188eecd44ee23el3c4b6655edc8cd5cdn6f25

| am 62 years old.
0e6d7d56c4520756f59235b6ae981 cdb5f9820a0

| am an Engineer.

ealae29b3b2c20fc018aacad5c3746a057h893e7

| am a Engineer.

01f 1d8abd9c2e61308/70842055d9/d315dff 1ea3

» These are digital signatures of same person on different documents

e Digital Signatures are numbers
e Same Length — 40 digits
» They are document content dependent



Concepts

e Two numbers of a pair are called
keys, the Public Key & the Private
Key. User himself generates his
owh key pair on his computer

e Any message irrespective of its
length can be compressed or
abridged uniquely into a smaller
length message called the Digest
or the Hash.

e Smallest change In the message
will change the Hash value



What is Digital Signature?

e Hash value of a message when
encrypted with the private key of a
person is his digital signature on that
e-Document

- Digital Signature of a person
therefore varies from document to
document thus ensuring authenticity
of each word of that document.

- As the public key of the signer is

\?/\’/\\\ known, anybody can verify the
/J’ \\)j |\ message and the digital signature
N



Digital Signatures

Each individual generates his own key pair
[Public key known to everyone & Private key only to the owner]

g:?\ﬂ Private Key - Used for making
=& digital signature

A\ |
Public Key — Used to verify the

digital signature



Paper signatures v/s Digital Signatures

Parameter Paper Electronic

Authentici ty May be forged Can not be copied

' Signature Signature depends
| ntegrl ty independent of the | on the contents of

document the document
_ a  Handwriting |a  Any computer

Non o expert needed user
repudl alion b.  Error prone b. Error free




- Random Numbers

— RSA Key Pair [Private/Public
Key]

— (Generate Message Digest
[SHA1]

— Encrypting Digest using
Private Key [Signatures]

— Attaching the Signatures to
the message.

Verification of
Signatures

— Run the test for
Authentication, Integrity
and Non repudiation.

- ITU X.509 v3



Hardware Tokens

e They are similar to smart
cards in functionality as

- Key is generated inside
the token.

— Key is highly secured as it
doesn’t leave the token.

— Highly portable.
- Machine Independent.

e (KEY is one of the most
commonly used token as
it doesn’t need a special
reader and can be
connected to the system
using USB port.




Hardware Tokens




Cryptography and Confidentiality

—

* \WWhen A uses his own private key, It
demonstrates that
— he wants to sign the document
— he wantsto reveal hisidentity
— he shows his will to conclude that agreement

* The encoded message travels on the Net,
but nobody can read it : confidentiality




Cryptography and Authentication

A—

* B needsto know that A and only A sendsthe
message
— B uses A’s public key on the signature
— Only A’s public key can decode the mall
— A cannot repudiate his signature

e Digital signature cannot be reproduced from the
message

* No one can alter a ciphered message without
changing the result of the decoding operation




Government Online

1. Issuing forms and licences

2. Filing tax returns online

3. Online Government orders/treasury
orders

4. Registration

5. Online file movement system

6. Public information records

/. E-voting

8. Rallway reservations & ticketing

9. E-education

10. Online money orders



How to use e-Token
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designed & developed by Directorate of Education

|@ https: ffanline fdigitalsign/frasStartUP . aspx I_ |E- l_ l_ I_ |ﬂ Intermet
tﬂstart| (B @ VE ? U Microsaft 501 ... | '8 Inkernet Infar., . | < digitalsian - M., | < mrkuTest - Mic. . ”ﬁs Internet E...» (@) How ko: Copy ... | H;]m AW B 2D 234rm




Directorate of Education - Microsoft Internet Explorer — =] x|

File Edit Yiew Favaorites Tools  Help | #
@ Bacl nline/digitalsign/frmStartUP.aspx - Microsoft Internet Explorer ;|g|5|

fddress | File  Edit Wiew  Favorites  Tools  Help | # j Go |Links e
iQBackv@vB [2] |(:)|pSearch == Favorites ®|[3|v&4|5-|j o

Diri| Address I@ https:/ fonline/digitalsign/frmStartUP, asp j Go | Links **

Gov

Choose a digital certificate A |

i~ Identification
The Web site you want to view requests
J ' identification. Please choose a certificate.

Marne | Issuer |
MOHIT BANSAL mtnlTrustLine Class 2 Individ. .,
AGIL AHMAD rtnlTrustLine Class 2 Individ. ..

More Info... | EiewCertificate...l

oK I Cancel |

@ Cpening page https: §fonlinedigitalsignfrmstartP. aspsx. .. |- I_ I_ l_ l_ ré_ |Unknown Zone 4

designed & developed by Directorate of Education

@ httpef fedustud. nic.ingrisstudent student/Frmshowallotedschoal . aspx I_ E l_ l_ l_ |0 Internet
wStartl & @ VE ? s Microsoft s... | 9 Internet In... | o digitalsign ... | & mrituTest -... ”ﬁﬁ Intern... » (&) How to: Co...l 1] Documentl...l H;]U) AW IE 3D 235




“} Directorate of Education - Microsoft Internet Explorer =181 x|

File Edit Wiew Favarites Tools  Help | #
@ Bach g ‘ fonline/ digitalsign/frmStartUP.aspx - Microsoft Internet Explorer ;|g|5|

address | File  Edit Wiew Favorites  Tools  Help | # j Go |Links 3
-OBackv@vB [2] Lf:)|pSearch == Favorites @|@v&|§Dﬂ

Diri| Address I@ https:/fonline/digitalsignfrmStartUP, aspx j Go | Links **

Gov

x
eToken

Enter eToken password

[ -

.

eloken:  [MOHIT BANSAL [AKS ifidh 0] =

Password: | |

Res
Mare = | ok | Cancel |
@ e
o E
N
A
@ Opening page https: ffonline, digitalsion) FrrstartUP, asps. . |- I_ l_ l_ l_ E |Unknown Zone 4

designed & developed by Directorate of Education

@ I_lal_|_|_|0 Internet
wStartl & @ VE ? s Microsoft s... | 9 Internet In... | % digitalsign ... | & mrituTest ... ”ﬁ? Intern... » (@) How to: Co...l 1] Documentl...l H;]U) AW A D 2:36Pm




a frmStartUp - Microsoft Internet Explorer

Fil=  Edit Wew Favorites  Tools  Help

QEack ~ £ - [x] [2) (n| Psearch frFavorites @ | (3- fa B [ &

Address IE https: | fonline/digitalsign/frinStart P, aspo

eToken User Login
User ID: 1001001 |

Password: [+ |

|@ [ane

I_ I_ I_ I_ E |4 Intermet

E;’Startl [ @ VE » Uz Microsoft 5., | 9 Intermet In... | o digitalSign ... | % mrituTest -... ”ﬁﬁ Intern... =~ (@) How to: Cn...l digitalsnap. .. | |§]m AR @@ 247 P




23 IndexPage - Microsoft Internet Explorer _1&] =l

File Edit  Wiew Favorites  Tools  Help | ‘a’
QBack ~ 3 ~ ] 2] @ | ) Search < Favorites  £2) | - [
Address IE https: jjonline/digitalsign/IndexPage. asp j Go | Links **
Index Page
Sanction Order : Open Page
Print Sanction : Open Page

|&] one l_l_’_|_|_|ﬂ Internet
.&;‘Startl & @& V2 ? L microsoft Sl g Internst In... | < digitalsign ... | & mrituTest -, . ”&5 Intetn... ~ &) How to: Cn...l Ly Documentl...l |§]m A B B39, 2:3spm




=} frmSel_scheme_aspx - Microsoft Internet Explorer 12| x|

File Edit Wew Favaorites Tools Help | al'

JBack ~ €3 ~ [x] 2] n | ) search ¢ Favoribes 420 | 0w oo [ ) @l

address I@ https: ffonlinefdigitalsign/frmSel _schemefinal, aspx j Go |Links >
Welcome!

YioL! are now ."F'? seclife giea.
Sanction Order

Please Select Scheme Type

® Fian © Non-Plan © Others

% yoted O Charged

Mote: If Logo of Directorate of Education is not coming in sanction Crder Print background Then Click on menu coming at the head of Internet Browser Tools--=Internet
options-->Advanced-->Printing--=Check Print background and colors

(4 [ | E]E

[&] pone I_ l_ I_ ’_ E | Tnkernet
E}Startl B & V2 > Uz Microsoft s... I U9 Internet In... | o digitalsian ... | < mrituTest ... ”ﬂﬁ Inteen.. » () How to: Co...l ) Dncumentl...l |$;'|W AR 3D 2:38Pm




| frmSel_scheme_aspx - Microsoft Internet Explorer

Fil=: Edit “ew Favorites Tools Help

& Back -~ &3 - [¥] (2] :,'“_.lpSaar-:h <% Favorites 421 | - & B L E

Address I@ https:ffonline/digitalsigngfrm3el_schemefinal, aspx

Welcome!
Yiou are now in secure area.

Sanction Order

Select Scheme

Alloted Amount

Already Utilized Amount
Balance Amount

Sanction Date
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Welcome!
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Sanction Order

Directorate Of Education
{Govt, Of NCT Of Delhi)
Sanction Order
Plan
Bhola Nath Nagar-SBY (Babu Ram}-1001001

sanction of Head of Office is hereby granted for incurring the expenditure
as detailed below.
Sanction Order No.
Scheme Name A2 ENE*Subsidy for School Uniforms to the Students

Sanction Order NO.

Sanction Date 26/09/2007
Bill Number MMD1z23
Bill Date 26/09/2007

Bill Amount{Gross in Rs.} 5000
Sanction Remarks sanction only five thousand
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Directorate of Education R
(Govt. Of NCT of Delhi)
Sanction Order
Plan

200729406

Bhola Nath Nagar-SBV (Babu Ram)-1001001
Sanction of Head of Office is hereby granted for incurring the expenditure as detailed below.

Sanction order Detail :-
Sanction Order No. : 2007029406
Scheme Name : A_1(2)(8)(6)*Subsidy for School
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